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ABSTRACT

There i meed for wrn security protocol in e deelopmental phases of eeper systems 10 41 To prtvent brder-programmers
[pom maliciouly eeploing e eeprt aystom o Hhe Aetriment of Hhe compuden wars whe Ty To benelit [rom e serices of
Yt software. A maliciows progammer could wae an egpert ayrlem o @1 smitive wan data in e guise of artificial
ntdligmee provivion. The aim of Wis pager 11 To profffer ways by which eepert syslom wier steunity could be aclivved on
nithodology wiing He Logical data modeling teckmique whick rwolves Wdentifying and docwmernting data reguirements
weeded jor Me creation of 4 wew aystem. The resdd of Hhis neseanch work i1 4 preciae secownd of wavs To achisve expert aystem

INTRODUCTION

In artificial untelligence, anm exprt syrlem i 4 compuden systom Hat emilates e decivion-mading ability
of 4 buman eepert. Expert aystems ane desiged To solve comples problems by rearoning Wnowgh bodies of
nowledge, repreverted masndy as Y-t rder ratlen Yan Ynouh comentionil procedunal code
Buttrfield & Ngowdi, 2016). An expert system s 4 compuden program Hat wws mtificial
ntelligenee (Al) tecbmologies To simulate We judgment and bebavior of 4 buman or an organiyation el
bas eprt bmowledge and eeperience in 4 particlan [Lld. Typically, an eepert systom incorporates 4
bmowledge base cortaining acounlated eeperionce and an infrence or vl engine - 4 ael of wles for
applging e lomowledge base To each particulan stuation Wal Lo deseriled 1o te program. The syrtem's
capailities can be enbanctd will additioms To We lumowledge base or 1o We 01 of rles. Corrend systems
miny anlude macline beanning capalilition Yat llow Wem To improve Hein prformance basd on
%W,MMMM&‘O(&W@,ZO”LT&M&&WWWMWWMWW
19104 by Edward Feigmbasm, professor and [ounder of te Knowledge Systems Laboratory a1 Stanford
University. Feigenbawm eeplained Wat the wold war moving [pom data processing to " lumowledge
procesring,” 4 Danmsition wlich was being enabled by rew processon Teckmology and computin amdbitectunta.
Expert systims lave plapd 4 linge role in many ndusries induding in [imancial swices,
MWWWM.TWoWWWWWWWWWWW
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diagrons: Dendral, wlick belped demists dertifly orggmic molecnles, and MYCIN, which lelped 1o
detify bacteria wh as bactremia and meringtin, and 1o scommend antiliotios and dosagr. A mort
recntly dweloped eeprt ayitem, ROSS, s an srtificially-intellignt attorney band on [BM's Watson
cogritive computing systm. ROSS nelies on slf-learming syslinas Yal we data mining, patlern
recognition, dep beanning and nitunal language proctssing To mimic e wiy e buman brain worka.
Expert systems were among He (st tuly sccenful [orm of atificial ntlligmnee (Al) sofwanc. As
eeprl aystem i divided de e sulaystona: U inftrince engime and e famowledge base. The bnowledge
base reprerents [acts amd ales (Jim, 2014). The inference engine applies Hhe rules To Hhe bmown [acts T
and Al systems bave wolved so [an Yat Hhey bane spured debate sbout Ye [ate of bumbnity in e fpct of

An eepert aystem Lo application sofware Wt reguines Logical impud (pom computer wars To draw wp
nfprences and produce el [or We computen waer a1 am expert professional would in 4 specified content.
Once Me expert system acbiwes Win [tat, 4 bas diplaped atificial utdlligmer, whick Lo man-made
intelligenee Wt Dies To imitate Ye patiral buman intelligemee (Stvens, 2018). Quertions reguining
WMWM&W%M%WWWMﬂWWWW%M

THEORETICAL FRAMEWORK
Tle Heoretical [pamewent for Wis paper ia 4 [ollows;

ARTIFICIAL INTELLIGENCE COMPUTER SYSTEMS

Artificial utelligence can also be called man-made intelligenee. Thin i1 intelligemce built by man with
e intetion To inidate 4 bumin proftrsional of amy dacipline. For atificial untelligence 1o be achioved
AMMWM&M%MMé%MuMWW&M&MWM,W%W&Wmh
be ntelligent; Hhere muat be 4 softwart presnd To conhrol We activitios of He dechomic bardware (Lin,
2016). The marriage of Hhe soffware and bardware gues birth 1o e computer aystem. The computen systom
4 W ideal system or dbhowcaring atificial utdligmee. In order 1o acliwe atificial ntelligence in
computr sytlema, 4 special Type of softwart which belongs 1o We categony of application softwart muit be
inatalled. This type of application software is called expent aystm. An eepert system Lo am application
softwane whick pores quertions To 4 computr waer and insints only on Logical anawerns [pom e computen
wen, WMMWWWO&WMM,WMW,%MOMW%WW%W
anawers [pom e compulin v, an infrence i deductd and 4 conesponding respomse made by e expert
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wylm. An egpert ayilem Lo wanally designed To lebave and reason Lde 4 specifed buman proftsrional of
4 porticnlan dincipline (Lim, 2017). These Aisciplines include and ane ot Limited 1o computer acionc,
bistory, midicine, law, engimeering and paychology. In smmany, 4 computn system will diyplay o
computen aytems incude Lagtops mmming windows 10, android plones and ATM - sutomated 2llen
maclive porlals rumming defimed opprating ystems. Examples of veprl ayslm soffware include

COMPUTER SECURITY
Compater sewrity whick i1 abre lomown a1 eler sewnity or [T ity i We protiction of computtn
syt [pom Yell or damage To Ut bardware, e softwanre, and o Ye information on Yem, as well s

WWMWM%WWMWW& fZMMMMWW%
e bardware, a1 well sz protecting againal barm Yol may come via wetwork access, data and code

inection, and due To malpracticr by oprators, whether intintional, accidentl, or due To Yem leing
icked inte dwviating [pom scwre procedines (Marcel etal, 2014). Computer Secumity Lo concrmed with
WWW,WW;

1. Confidentiality: - Only authoriyed wins con accrss We dada resouncts and information.

2. Intgpity: - Only autbeoriped waens sbould be able 1o modify Hhe data when weeded.

3. Avadalility: - Data showld be available 1o waers when meeded.

4. AM—WWWWW#W%WWWWWWM’

WW”WWWWMW'
1. [t lelps o prewert Yl of snsitive data bl bank sccomnt sunbers, endid card nformation,
pasmwords, work rlattd Aocoments and evsrtial eets.

2. 1t ensnes Yt data. presend i 4 compudin Lo nol misustd by wnintloriped udions. An nbruder
To cnate dnogatory contnd wch 4s pownogaplic imag, (ke miskeading and offtrsive social

deconnly.

3. [ prewvents invtruders (pom wsing dm wmsapecting waen’s computn To atlack othen computins or webaites
o1 networks Warthy ereating banoc. Vengeul backers might crarb. someont’s computen systom To create
Aata lows. Attacks can alve le wade To prevest access To websites by crasling e sewen.

Some sofware Tools witd To ermne computer sennily incude [irewall and avtivins. A frewall o 4

senily-comsciom fitct of soffware Wt 4t betwen Hhe lntrned and 4 wur’s wetwork with 4 vingle-
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minded Task of preverting online eler-alacks [pom gtting 1o We wur's wetwork. The [irewall acts 4s 4
sty quird between e lnternet and 4 wan's Local anea wetwork (LAN). AU network Draffic into and
oul o Hhe LAN must pans thnough the [irewall, which prevets wnandboriped sceess 1o e wetwork (Meluin,
2074).A%MMM&MWWWMWL&WWWWWWﬂW'4MW. 1
deects Wese binds of barmful progams Yal ane abrady nitalled on your computin or about 1o be
indtalled. 1t can perform varions we meannes Ll quanantine, pormanent nmoval on fix.

EXPERT SYSTEM SECURITY

For indtanct, dm expent system Wl Attects malania om patient waens may Aemind payment for s srwice
41 & tharnewane in smal-time. 1 could Yen tant asbing e warn srastive quedtions et rquine e wan
To gwe 4 Logical avawen. For example, Lo your band [iral bank?) Are you operating 4 savings sccount) Iy
youm hcconnt wmmnber 88892322 M Ne, ter state He correet sccomnt mumber. 1 you BUN 23430434304
[ 1o, Wen state Hhe correet BUN. lo your PIN alll sumders? 1o 2 4SUSY 1 wo, state #e correct PIN. My,
wwict 1o you cots NSOO, Type “Y” o pusy. Thark you for your patromage. Let's mow procued 1o cleck
you... A“WWW’ medwemmmm%wmwwmmew

gz . {’ zz g . . mml4 ;, . Z ,z .

Expert syslem wier scunily iwolves 4 dtuation where e eepert systom wun Lo protected pom abusine,
malicious impostra-progammens who would wie 4 semingly good Al software o dupe We soffware waer
(Milbmar, 20M0). Steps Taken o enume exprt system wier stcwnily incude We vt of beat-featunes
4{ Zl;l z- M {: :l Z . z Vi l;l z: W zﬁ- ZWQ& z:;- [MZ .

Ways 10 Ackieve Expert System User Secunity im Computen Systems tat Exbilit Artificial ntelligemer
WWWWM&M&WMWWMW,
1. User enligftenment on rtlevant red lags Yot indicate 4 malicions eeprl syslem sofware: The expert

wpslom wtr muad e made awant of some common [actors Yal 4 maliciows eeprl aystom sofwart
dirplay, 10 Wt le/ sbe mavy avoid Hhe softwart (Remers & Anderson, 2017). They include;

Asking te wan for semsitive bank details Libee ATM pin, BUN sd bark verification pima.
Adding for accers To We wan's device camens, system [les and secmed [oldens.

Adding for W wan’s compaden Login details,

Adding To gain accers To Ye wn's social media account and emails.

Asking te waer 1o dllow it send Aisgpostic datistics via e wuer's wetwork 1o ity producers.

S N N &3
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2. Uding operating systems hat et diglal signatint idestification and verification before inatalling
by eperl ayilom aoffwire: 4 AgAal signatine L 4 signatint of 4 softwart producer which be/ofe
fects on any software be/ e produces. The sofware producer called e sigmen Wern regiosters Hhis
wgpatint will sm ical lody or rnownd operating systms, who lefore accpling He sigmers
ical body or operating systom in which one of Hhe rles include enpning wan sewnily (Scbaty,
dal, 2017). Anytine 4 sofwart is To be installed, 4 good operating systom identifies and verifies the
producer Ligtal sigratine accompanying e aofwanc. I He soffwart producen’s digital sigratune i
wol ugatned on o database, We software will wot be installed, bemee protecting e waen fpom Hhe

3. Reading won rviows o Hhein experionces wilh edisting eeprt ayslom sofwint in order 1o identify
ard awoid notorions maliciows omes: [t i1 aways aafe To learn [pom othen people’s eeperionces
(Scblienger X Tewfel, 2003). Whesn the wier reads wier rseviows om eiating expent systom softwart lefore
indtalling and wring Yo sofwanre, le/ e becomes [Wlly aware of We compguences of wring mh 4
softwane. I previons waers all 14y Yo software Lo bad, e wan avoids A completely o 3 previows
wrs aay W sofwane i1 good and aafe, e watr cam wae We solware witl confidence.

FACTORS TO CONSIDER WHILE ENSURING EXPERT SYSTEM USER SECURITY

Here are some [actors hat cam made an eepert syslem wir vilperable 1o malicions egpart aystom softwane.,
‘Méywdw(t,

1. u/w»'»;«ad:f&awmwﬂwwﬁwmmmldwummwhwﬂa«,&/wm

2. Codt of softwane: I Mhe software is et and rguines ne additional changes before v,

3. Sye of softwane: I the softwart dots 1ot compumt bard dniwe space and could earily be downloaded on
copird.

§. Software case of wae: I We soffwart s dffpcient and very wan riendly.

S. Dactord wier sviews: I We maliciows software producer lood e won review portal with Lies and
[ade neviews Uat Hhe sofwart s 10 good.

CONCLUSION
[ L wortly 1o wote Wal 4 watr whose sewnily bas ben compromined Lo wdject To beart allack or wen
depresion. i orden To enmne Hat am vxpert syrtom wen dlwasgs bas 2t of mind, be/sbe munt alide by
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RECOMMENDATION

To et continutd etprl aystom wr seunily i computer sylems Yot eeilit amtificial utedligence;

1. AU Expert systems mast canny Hhe sty cantion menrage snd dllow 1 as splark. scren or a1 least
1 minae jor showing Wtin main mis,

2. A button 1o ek and verify soffware producer’s Aigital signatine be lugt on e fome screen of wwery
verification before softwane initallation.

3. Online sanch enginmes sbould diaplay vun rviows alorgpide any sort-for sofwart.

b Computr wirs sowld sver compromise Mein stcunity in Uhe wame of (e soffwart, small siped o
thay o wit software. Be very cantions mo matten low wice Hhe software Ls.
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